Office Supply Scans

The scam Atel ephone caller clains to
represent a“distributor” for toner,

conput er di sks, or paper used by your
conpany. The cal | er nay offer the

product at a“reduced rate” or nay of fer
you a “di scount” for alarge order.

Thecaller usual ly call sinadvancetolearn
what suppl i es your busi ness uses. The
supplies of fered are general 'y | owaual ity
and nor e expensi ve t han nane br ands.

Wiat to do: Qder of fice supplies only
fromsuppl i ers wi t h whomyou ar e
famliar. Instruct enpl oyees not togive
out i nfornation about supplies over the
phone. Desi gnate one personto bein
charge of orderingandbilling, andif a
package comes GD, be sure you ordered
it beforepayingforit.

Unordered Goods

The scam Your busi ness recei ves
of fi ce supplies or other goods that were
not ordered. Thebill nay evenlist the
nare of soneone i n your conpany to
nake it seemaut henti c.

What to do:

Denand pr oof of =
theorder. If you T

didnot order it,

chapt er 556A of

the 1 ona Gode st at es

that youarenot requiredtoreturn

or pay for the goods. Send aletter tothe
conpany stating your position.

Phony 1 nvoices

The scam Your busi ness recei ves an i nvoi ce
for equi prent, supplies or servicesthat were
never ordered or delivered.

The i nvoi ce may even
list the nane of a
menber of your
conpany aut hori zi ng
t he pur chase.

Wiat to do: Alert
enpl oyees to wat ch for
invoi ces fromunusual or unknown suppl i ers
(usual l'y fromout of state). U ge enpl oyees to
check records bef ore payi ng i nvoi ces toseei f
suppl i es were aut hori zed, ordered, and del i vered.
Dermand proof of order and del i very of

ner chandi se.

Charity Solicitations

The scam Asolicitor calls and asks your

busi ness to nake a contributiontoacharity.

nly asnal | percentage of your contribution nay
go to the charitabl e purpose, hovever thengjority
nmay go t owar ds payi ng t he ot her expenses of
fund-rai si ng.

What to do: Ask questions: Wat groupis
behindthesdicitation? Isthecaller apaid
solicitor? Hwnuch of your contributionwl |
actual ly gotothe charity instead of apaid
soicitor? WII thecharity provideyouwth
witteninfornationto review?

Advertising Novelties

The scam Atel ephone cal l er offers you a
“deal " on a pronotional novel ty, such as pens
or coffee nugs i nprinted w th your conpany’ s
nane. The cal | er nay even of fer you a pri ze,
suchas cashor atrip.

Sonet i nes vi ctins who pay i n advance never
recei ve thei r nerchandi se or prize. Those who
dorecei ve their order nay di scover that the
novel ties areinferior —the printingrubs off —
andtheprizeisequal |y worthl ess.

Wat to do: O der pronotional itens only
froma conpany w t h whi ch you are famliar.
Ask for asanpl e of the novel ty before you
order. Don't pay for an order inadvance, and
don’t nake a purchase j ust toreceive aprize.

Phony Ad Sal es

The scam Acaller offers ad spaceina
publ i cation—1ooking li ke a Yel | owPages
directoryor an“officia publication” of a
reput abl e- soundi ng or gani zat i on — and
request s advance payrent. G, you nay
recei ve an i nvoi ce to renewan ad, t hough you
never placed oneinthis publication. The
publ i cation bei ngsol dw || probably never be
printed, or, ifitis, wll recelvennina
distribution

Wiat to do: Examine copies of the

publ i cati on before pl aci ng an ad. Request
verifiablecircu ationanddistributionpl ans.

Phone Sl ammi ng

The scam You recei ve your | ong

di stance phone bi | | and you di scover
you nowhave a di fferent | ong di stance
carrier, and possibly, higher than
expect ed charges per cal | . You di d not
authori ze a swtchin service — you ve
been “sl amred. ”

What to do: Al ert your enpl oyees
tobewareof callsor nail solicitations
fromlong di stance carriers. |f you do
not want to sw tch services, nake t hat
very cl ear to bot h enpl oyees and cal | ers.

Gntact your | ocal
phone conpany and
“freeze” your
chosen | ong

di stance account .

Q osel y review

your phone bill each
nont h for any unaut hori zed char ges or
addi tional fees. Mike surethe | ong

di st ance servi ce you have i s t he one
you sel ect ed.

A so bevar e of additional ,

unaut hori zed servi ces (such as “cal |
wai ting” or “club nenber shi ps”)
charged on your | ocal phone bill —this
practiceis known as “cramming”.

If you have been “sl ammed” or
“crammed” contact your | ocal

t el ephone conpany and t he | ong

di stance carrier that swtched you and
di sput e t he unaut hori zed char ges.



